Building Trustworthy Many-Core Systems
ABSTRACT
Future many-core computer architectures present two emerging
trends; a move from general purpose cores to specialised cores,
and a need for Operating System (OS) designs that embrace heterogeneity. Proposed many-core OS architectures have focused on
performance and scalability, however few have considered trustworthiness in the traditional security sense (confidentiality, integrity,
and availability).
In this work, we propose a design for many-core, heterogeneous
systems that introduces architectural security primitives to improve
the trustworthiness of future systems. Two main problems will
be explored in this work. First, how can we leverage replication
(e.g. of OS services) to increase the fault tolerance characteristics
(i.e. availability) of many-core OSs in response to software and
hardware failures? Second, how can we provide a unified trusted
execution environment (for confidentiality and integrity of data)
in a heterogeneous system? The end goal is a trustworthy system
design for many-core systems that provides trusted services to
each processing unit in the system, promotes high levels of fault
tolerance (e.g. using state-machine replication), and allows rapid
recovery in safety-critical systems such as autonomous vehicles
and medical devices.

1

INTRODUCTION

The slowing of Moore’s Law has changed the design requirements
for Operating Systems (OSs) of the future. As we move away from
general processing cores and towards more specialised processor
technology [26], there is a demand for OS designs that support the
native heterogeneity of the processors available to user applications [22]. While several designs for many-core operating systems
have been proposed [2, 4, 5, 29], their primary focus has been improving performance and scalability, with little explicit attention
to factors affecting trustworthiness. This is problematic for safetycritical systems of the future (e.g. smart-grids, autonomous vehicles,
and medical devices) as factors such as reliability, fault tolerance,
and security are considered key metrics for how safety-critical
architectures are assessed [23].
Software bugs [8, 14, 16, 21] and hardware failures [19, 28]
threaten the trustworthiness of current monolithic kernels. A significant majority of these faults can be attributed to device drivers [8],
with the typical mitigation involving the introduction of a new kernel reliability component [7, 24, 25, 31] responsible for the detection
and remediation of any kernel errors resulting from an extension.
However, existing reliability mechanisms present a single point-offailure, since there is typically one (software) reliability component
responsible for many drivers. For safety-critical systems, Dunn [11]
identifies such single points of failure as one of the primary risks
to safety-critical systems.
In addition to reliability, recent research has explored extending
the trust model of Trusted Execution Environments (TEEs) like
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Intel SGX enclaves to also include external devices like FPGAs [20],
GPUs [27], and storage devices [13], with modern SmartNICs also
shipping with ARM Trustzone support [6]. As we move towards
heterogeneous systems that are not CPU-centric, TEEs cannot treat
such models as ’extensions’, but rather need to provide a unified
TEE model of security primitives and abstractions to all software
applications in the architecture. The key challenge we will be exploring is how to move from a single (CPU-based) hardware root-oftrust, towards a Trusted-Computing-Base (TCB) that is composed
of many connected heterogeneous hardware devices that will form
a distributed root-of-trust in the architecture.
We aim to address these gaps in heterogeneous, many-core systems research by exploring an OS architecture for safety-critical
many-core, heterogeneous systems that focuses on trustworthiness. Unlike previous work, we use replication as a recoverability
mechanism rather than solely for sharing state (e.g. capabilities
like Barrelfish [4]), and assess if this enables faster recovery from
hardware and software faults in an OS service or device driver in
comparison to existing shadow-driver [24] based approaches like
Redleaf [17, 18]. Our design will also consider a TEE model that
treats devices like FPGAs as first-class citizens, in contrast to a
CPU-centric scheme where they are treated as extensions. This will
allow applications to directly interface with accelerators as part of
their execution, rather than requiring kernel interference for all
requests.

2

OVERVIEW OF THE PROPOSED WORK

We envision two broad contributions to the systems research community from the proposed work:
(1) A State Machine Replication (SMR) protocol for secure failover as a result of hardware and software failures on safetycritical, many-core architectures.
(2) Design of a unified TEE library that allows applications to
communicate directly with TEEs running different implementation across a range of heterogeneous devices.
Each of these contributions form two symbiotic sub-projects. A
unified TEE abstraction allows any process state to be securely
stored during the SMR secure -fail-over protocol, and then securely
transferred whenever the process has recovered. The system design
considers the types of failures that are seen in safety-critical usecases such as medical devices [1]. Initially, the scope for our fault
model will focus on recovery aspects of hardware failures (e.g. cores
losing power and being taken offline), and software issues (e.g. bugs
in an I/O driver [9] that may prevent an alarm from sounding). We
can then consider security aspects of the SMR scheme such as
Byzantine Fault Tolerance later in the project.
SMR-based Recovery Mechanism. Our design provides a SMRbased reliability service for critical applications in the system. The
goal of this service is to maintain a consistent view of an arbitrary
OS service’s state so that a replica can take over the instant a failure
is detected in a monitored component. Unlike previous designs
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such as shadow drivers [24], the recovery service does not restart
and replay the driver operations, but instead directs application
requests to an existing replica executing on a separate core. This
design enables quick response times when a failure is detected, with
the replication service providing a hot-reload style of recovery for
a process.
The system’s SMR scheme will as a starting point extend previous
work on many-core consenus such as PaxosInside, a non-blocking,
single-acceptor variant of Paxos [10, 12]. As with PaxosInside, in our
initial design a proposer can be any OS component that shares its
state with the acceptor. The acceptor (supported by a set of backupacceptors) is the OS service for managing the current state value
of critical processes and handling the secure-fail-over procedure.
Finally, the replica core is modelled as a learner, recording all state
information shared during a consensus round in an attempt to
mirror the execution of the proposer OS service. The PaxosInside
protocol does not however fully consider the interaction with kernel
components used to manage recovery as we do in our work, nor
does it consider potentially Byzantine behaviour which we aim to
cover in later stages of the project.
Heterogeneous Trusted Execution. While research has explored
how to extend the trust model of trusted execution environments
to include an external component [13, 20] or moved execution
to devices like a GPU [27], exisitng approaches have involved a
CPU-centric kernel component (e.g. device driver) that places management responsibility on the CPU-centric host. Such an approach
implies that all heterogeneous devices must trust the resulting
kernel implementation to honestly provide services like memorymanagement for allowing TEEs to return data to user-space applications via the CPU. As architectures move towards an environment
where the CPU is no longer the only hardware root-of-trust, TEEs
will require abstractions and security primitives that explicitly support a model of distributed roots of trust.
Our approach considers that each processing unit (e.g., CPUs,
GPU, and NICs) has the capacity to provide a TEE to user applications, such as a secure networking stack. The key challenges
that we are considering from a heterogeneous, many-core system
perspective is how will the abstractions provide attestation for each
of the different TEE types, and how will the TEE be presented to
the different system components (e.g., to transfer data between two
TEEs). By creating a unified interface for each TEE type, there is no
requirement on a TEE to place any trust in a kernel component like
in a CPU-centric approach. This allows the TCB in a many-core
environment to remove the OS from the threat model, as there is
no longer a requirement to build drivers for communicating with
external devices via the kernel.

3

WORK TO BE DONE

To address our first research problem surrounding availability, we
will extend the replication mechanism currently available in Barrelfish. This will involve the design and implementation of a suitable
SMR protocol and recovery management component that places a
component replica on different cores, and the implementation of an
OS service that uses our replication service. We will evaluate this
approach experimentally by developing a buggy I/O (e.g., networking) driver, assessing metrics for protocol performance including

latency and throughput of messages of various sizes/frequency, and
time of acceptor and leader re-election. Research into our second
research question surrounding trusted-execution for confidentiality
and integrity will come later in the project. To design the unified library we will need to identify classes of TEEs (e.g., GPU, smartNICs)
and the APIs that are required for cross-TEE communication (e.g.,
Intel SGX to Arm TrustZone). We will then develop an OS service
that runs on a device like a GPU or smart NIC and explore how we
can leverage our unified TEE library to allow applications to move
secure computation to the device that best fits the workload.
By the end of this academic year I am aiming to have an early prototype of the replication service implemented on some many-core
OS such as Barrelfish. The experiments required for the evaluation
will then begin at the start of the following academic year. Following the findings from the first research question, we will begin
work on addressing TEEs in many-core systems. We anticipate a
further year and a half to work on the design, implementation, and
evaluation of this design.

4

RELATED WORK

The earliest proposal for embracing CPU ISA heterogeneity was
the multikernel design [4]. In this approach, they treat the OS as a
distributed system where each CPU core is a node under a sharenothing approach. Each core then runs its own kernel and inter-core
communication is made explicit using a message-passing protocol.
Barrelfish uses 2-Phase-Commit (2PC) for sharing state between
applications. Our work aims to extend from this, but instead of
using replication to share state, we aim to use replication for the
rapid recovery of system services.
Popcorn Linux [3] adopts the Linux kernel for execution in a heterogeneous (ISA) system with a replicated kernel design. However,
as this still uses the monolithic Linux kernel, it promotes standard
Linux abstractions that treat each accelerator as a device, rather
than first class citizens. We aim to explore trustworthiness in an
inclusive model that treats non-CPU devices as first-class citizens.
Recent work has highlighted the need for alternative kernel
abstraction models for giving applications direct access to the underlying hardware components, for instance in kernel by-passing
for data-centre networking [30], or using a composition design
pattern for flexible kernel design [15], to allow (I/O) applications
to access accelerators without going through the kernel. We focus
on defining a set of architectural abstractions for heterogeneous
many-core systems that enhances the security profile of each system component. Such abstractions will allow applications to define
their own trust model for each accelerator in the system, rather
than having to extend it from a CPU-centric trust model like Intel
SGX.
Redleaf [17, 18] is a recent clean-slate design for providing component isolation and transparent recoverability using languagebased mechanisms in Rust. Their reliability mechanism design is
in part based on shadow drivers [24], using a proxy that monitors
communications between the driver and user-space application,
and replying the communications log to a new driver instance
when failure is detected. Our reliability mechanism is based on a
non-blocking SMR protocol, that aims to provide a hot-reload style
recovery design.
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